Citi® Transaction Services

GLOBAL DATA PRIVACY CONDITIONS

Introduction

These Conditions supplement the General Account
Conditions that apply between the Customer and
Citibank in relation to the provision of Accounts and
Services to the Customer. The purpose of these
Conditions is to explain Citibank’s approach to
Customer Personal Data and to clearly set out each of
the Customer's and Citibank’s rights and obligations
with regard to Customer Personal Data. Some
provisions of these Conditions are region-specific and
will only apply in respect of the regions or countries
specified. In some countries, further country-specific
terms are required, and these will be included in the
Local Conditions for that country.

Confidentiality and security

Citibank will, and will ensure that Citibank Affiliates and
Third-party Service Providers will, (a) treat the Customer
Personal Data as confidential, and (b) implement
appropriate technical and organisational security
measures to protect Customer Personal Data that is
within its or their custody or control against unauthorised
or unlawful processing and accidental destruction or
loss. Citibank will take reasonable steps to ensure the
reliability of its employees who will have access to
Customer Personal Data and will ensure that those of its
employees who are involved in the processing of
Customer Personal Data have undergone appropriate
training in the care, protection and handling of Personal
Data.

Purpose limitation

Customer hereby authorises and instructs Citibank to
process Customer Personal Data in accordance with
these Conditions and to the extent reasonably required
for the Permitted Purposes, for the period of time
reasonably necessary for the Permitted Purposes.
Citibank shall not process Customer Personal Data for

FMOBAJIHM YCINTIOBUA 3A 3ALLUTA HA
JINMHUTE OAHHHN

BbBeneHue

Tesn YcnoBua ponbneat O6wwute ycnoeBusa 3a
BOJAEHe Ha CMeTKa, KOuMTo ce npunarat B
OoTHoweHuATa Mexay KnveHta u CutubaHk BbLB
Bpb3ka CbC CMETKUTE M NPeaocTaBAHETO Ha Ycnyru
Ha KnneHTta. LlenTta Ha Te3un YcnoBus e ga ce obsicHu
noaxoabT Ha CutubaHk KbM JlM4HUTE [aHHM Ha
KnveHta ©n AcHO pa ce nocoyaTr nmnpaBata U
3agbikeHuaTa Ha CutnbaHk n KnmeHTta BbB Bpb3ka
¢ Jlnynute pgaHHMm Ha KnmenHta. Hskoum ot
pasnopeabute Ha Te3n YcnoBusa ca cneumduyHu 3a
onpegerneH pervoH u we 6bvaaTt NpunoXxmMm camo 3a
TE3U PErMOHN UMK AbPXKaBU, KAKTO € MOCOYEHO TyK. B
HAKOM ObpXaBW ca HeobxoouMu  OOMBIHUTENHU
cneunduyHn knaysm M Te we 6baat BKAYEHM B
MecTHuTe YcnoBus 3a Tasu gbpxasa.

MoBepuTENHOCT N HAAEXKAHOCT Ha
o6paboTBaHeTO

CutunbaHk we ocurypu, 4e CutmnbaHk n CBbp3aHuTe
nmua  cbc  CutmbaHk, kakto u  Tpetm nuua,
AO0CTaBYMLM Ha ycnyru: (a) e nassr
KOH(OMAEHUMANHOCT MO OTHOWeEeHue Ha JInyHute
AaHHn Ha Knventa wu  (6) we npegnpuemart
HeobXxoaMMUTE TEXHUYECKN U OPraHn3aUMOHHN MEPKU
3a HagexaHocT npu obpaboTBaHeTo, 3a Aa 3alUUTAT
JInynute gaHHM Ha KnueHTta, KOoUTO ca noA HenHa
UIK TSIXHA OMeKa UM KOHTPOJ, CpeLly CriyvyariHo unm
HernpaBoMepHO  obpaboTBaHe  wnAM  cryyYanlHo
YHULLOXXaBaHe unu 3aryba. CutnbaHk we
npegnpueMe pasymMHU [EWCTBUS, 3a Aa OCurypu
OnaroHagexgHoCcTTa Ha CBOMUTE CHYXWUTENW, KOUTO
MMaT gocTbn A0 JInyHute gaHHM Ha KnueHta u we
OCUTYpU Ha CcnyxuTenute cu, kouto obpabortsat
JInyHuTe paHHu Ha KnveHTa, Aa nonyyaTt NoaXo4sLuLo
obyyeHne OTHOCHO 3aluTa, CbXpaHsBaHe WU
obpaboTBaHe Ha JIM4HM OaHHW.

OrpaHuM4yaBaHe Ha uenuTte

KnneHTbT ynbnHoOMoOLWaBa U UHCTpYKTMpa CuTnbaHk
Aa obpaboTBa JIMyHUTE My AaHHM B CbOTBETCTBUE C
Te3n YCnoBusa U OO CTENeHTa, pa3yMHO HeobxoovMma
3a nocturaHe Ha PaspelueHuTe LENV U 3a BPEMETO,
pasyMHo Heobxoanmo 3a nocTuraHe Ha
PaspelwweHnute uenu. CutmnbaHk HAMa ga obpaboTBa
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any other purpose unless expressly authorised or
instructed by Customer.

4, Authorised disclosures

4.1  Citibank may disclose Customer Personal Data
to Citibank Affiliates, Third-party Service
Providers and Payment Infrastructure Providers
solely for the Permitted Purposes.

4.2  Citibank may disclose Customer Personal Data
to such parties as may be designated by the
Customer (for example, Customer's shared
service centers).

4.3  Citibank and its Payment Infrastructure Providers
may disclose Customer Personal Data without
further notice to the Customer if required under
local or foreign law, regulation or legal process,
including disclosure to courts, legal, regulatory,
tax and government authorities. If Citibank is
requested by any court to disclose Customer
Personal Data, Citibank shall (if reasonably
practicable and legally permissible) use
reasonable endeavours to give the Customer
advance notification of the disclosure. If Citibank
is legally prohibited from giving the Customer
notice of the request, or the Customer does not
obtain a protective remedy before Citibank is
obliged to make the disclosure, or the Customer
waives compliance with this requirement, then
Citibank may disclose such part of the Customer
Personal Data as it is legally required to do so.
Citibank shall use reasonable efforts to obtain
reasonable assurances that any disclosed
Customer Personal Data will be
treated confidentially.

5. Compliance with law

Each of the Customer and Citibank will comply with
applicable local data protection law in processing

,.-t\®
JInynute gaHHM Ha KnueHTa 3a gpyra Len, OCBEH ako

He e nonyyuna UW3pUYHO paspelleHne  unu
WHCTPYKLMSA OT cTpaHa Ha KnueHTa 3a ToBa.

4. Pa3spelleHO pa3KkpuBaHe

4.1  CutubaHk Moxe ga paskpue JIn4yHu gaHHW Ha
KnneHta npeg CBbp3aHum nuvua CbC
CutnbaHk, npeg Tpetn nuua, AocTaB4MUU
Ha ycnyrm wn [ocTaBuvMuM Ha nnaTexHa
WH(PACTPYKTypa €AMHCTBEHO M camo 3a
PaspelieHute uenu.

4.2  CutnbaHk moxe Aa paskpue JInyHu gaHHM Ha
KnueHta nped TakuBa CTpaHM, KOMTO ca
nocoyeHun ot KnmeHta (Hanpumep LEeHTpoBe
3a npegocTaBsaHe Ha ycnyru Ha KnueHTa).

4.3 CutnbanHk wn HenHuTe [ocTaBunuM Ha
nnatexHa uHQpacTpykTypa MoraT ga
paskpuaT JlnuHM pgaHHM Ha KnuneHta 6e3
nocneasallo ysegomneHve go Knventa, ako
TOBa C€ W3NCKBA CbIMACHO MECTHO Wnn
yykgo npaBo, pasnopegba unu  nopagu
3aBefleHO0 [eno, BKIOYUTENHO pasKpuBaHe
npea cCbaunuuia, npaBHWU, pPerynaTopHMU,
OaHBYHM W ObpPXaBHW OpraHu. AKO KbM
CutnbaHk e oTnpaBeHO UCKaHe OT KOMTO 1 Aa
Ouno cba 3a paskpvMBaHe Ha JIM4yHM gaHHKU Ha
KnueHta, CutubaHK (ako € BbB3MOXHO W
npaBHO [AOMYyCTMMO) LiEe MOMOXW pasyMHU
ycunuss  ga  yBeAOMU  npenBapuTesiHoO
KnvueHta 3a paskpvBaHeTo Ha JlM4HUTE My
AaHHn. Ako CutubaHK HAMa npaBo MO 3aKOoH
na yeepgomsiBa KrnveHta B cnyyam Ha
NOCTBNWMO WCKaHe 3a paskpuBaHe Ha
JInyHuTEe My AaHHM unu ako KnueHTbT He ce
e CcHabaun c akT Ha KOMMEeTEeHTEH opraH,
KOWTO [[a OrpaHudM pasKpMBaHETO Ha
Jinunute pgaHHM  Ha  KnueHTa, npegu
CutnbaHk ga 6bae 3agbikeHa ga paskpue
OaHHUTe unu KnueHTbT gafe CbriacueTo cu
3a paskpuBaHe Ha JIM4HUTE My [aHHW,
CutnbaHk MoXe fa paskpve TakaBa 4acT OT
JIN4HWTE MYy AaHHK, CbIMacHO M3UCKBaHWUSTa
Ha 3akoHa. CuTnbaHK Lie MOoNoXu pasyMHM
ycunusi, 3a pa Ce YyBepu, Ye paskputute
JInuum paHHm Ha KnveHtTa we 6baar
13rnon3BaHu NOBEPUTESTHO.

5. CwboTBeTcTBME C NPaBOTO

KnueHtbT M CutnbaHk LWie cnassaTt NPUNOXNMNA
MeCTeH 3akKOH 3a 3aliuTta Ha Jn4yHuTe OaHHU npu
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Personal Data in connection with the provision or receipt
of Accounts and the Services.

Information and assistance

Citibank shall provide such information and assistance
to the Customer as the Customer may reasonably
require in order to enable the Customer to comply with
the rights of Data Subjects or with information notices
served by any data protection authority.

Audit

Citibank shall provide the Customer with such
information as is reasonably requested by the Customer
to enable the Customer to satisfy itself of Citibank’s
compliance with its obligations under Condition 2
(Confidentiality and security). Nothing in this Condition
shall have the effect of requiring Citibank to provide
information that may cause it to breach its confidentiality
obligations to third parties.

Security Incidents

In the event of Citibank becoming aware of an actual or
potential Security Incident, Citibank will investigate and
remediate the Security Incident in accordance with its
internal policies and procedures. Citibank will notify the
Customer of any Security Incident as soon as
reasonably practicable after Citibank becomes aware of
the Security Incident (bearing in mind legal or regulatory
restraints on notification and the need to avoid
prejudicing current investigations), and will provide
reasonable co-operation and assistance to the
Customer to remediate the effects of the
Security Incident.

Retention and Deletion

On closure of Accounts or termination of the provision of
the Services, Citibank and Citibank Affiliates shall be
entitled to retain Customer Personal Data for as long as

citi’

obpaboTBaHeTo Ha JlMyHMTE AaHHWM BBB Bpb3Ka C
npefocTaBsAHETO UMM MoflyYaBaHeTO Ha ycnyrn no
oTHoweHne Ha CmeTkuTe 1 Ycnyrute.

UHdopmaumsa n cbpencreme

CutnbaHk LWe npegocTaBu TakaBa WMHoOpMauus wu
cbaencTBue Ha KnneHta, KakBaTo TOW MOXe
OCHOBATENHO Aa fnoucka, Taka 4e [a Mo3BONM Ha
KnveHTa ga cnaswm npaBaTta Ha du3anydeckuTe nuua,
YUUTO NNYHK AaHHW ce obpaboTBaT, Unu Aa U3BHLPLLK
TOBa, KoeTo e Heobxoanmo CbrnacHo
yBEOOMIIEHMATA, BPbYEHN My OT KOWTO M ga buno
OopraH no 3awuTa Ha NUYHU OaHHW.

Ooaut

CutnbaHk we ocurypu Ha KnmeHta TakaBa
MHopMaLUS, KOSITO TOM OCHOBATENHO € MoucKarn, 3a
paa moxe KnueHTbT ga ce yBepu, ye CutnbaHk
cnasBa 3aAbiKEHUsTa, KOMTO € noera CbrnacHo
Ycnosne 2 ([oBepuTEMHOCT W HaOEXOHOCT Ha
obpaboTBaHeTo). Huwo B HacTodAwoTo YcnoBue
HAMa Ja uma 3a pesyntaTt usnckeaHe kbM CutubaHk
Aa npefoctaBu  MHGOPMaUMs, KOATO Moxe Aa
npegv3BMka HapyllaBaHe Ha 3agbilKeHusiTa 1N 3a
naseHe Ha KOHPMAEHUMANHOCT KbM TPETU CTPaHW.

Cny4yam Ha HapyLlaBaHe Ha HaAeXAHOCTTa Ha
o6paboTBaHeTO

B cnyyan 4ye CutubaHk y3Hae 3a Bb3HUKHAN WM
noteHumaneH Cnyyan Ha  HapylwaBaHe Ha
HagexgHocTTa Ha obpabortBaHeTo, CuTMGaHK Lie
pascrnegBa Cnyyas Ha HapylLlaBaHe Ha
HagexaHocTTa Ha obpaboTBaHeTO M Lie w3npaBu
HapylleHUsaTa B CbOTBETCTBME C BbTPELLUHUTE CU
NONUTUKA U MpoLeaypu. CutnbaHk e yBegomu
KnveHTa ako Bb3HMkHEe Cnyyam Ha HapyllaBaHe Ha
HagexaHocTTa Ha 06paboTBaHETO BL3MOXHO Hau-
paHo, cnep kato CutnbaHk e ysHana 3a Cny4yasi Ha
HapyllaBaHe Ha HagexaHocTTa Ha obpaboTBaHeTo
(cnasBaliky NpaBHUTE WM PErYNaTOPHUN OrpaHUYEHNS
3a yBedoMseHMs W Hyxpgata pa ce u3berHe
Bb3MNPENnsATCTBAHE Ha 3amnoyHanu pascrefaBaHus) U
LLle OCUrypy pasyMHO CbAEWCTBUE U NMoanomMaraHe Ha
KnueHTa 3a nonpaBsiHe Ha nocneguuute ot Cnyyas
Ha HapyLlaBaHe Ha HaJeXaHocTTa Ha
obpaboTBaHeTO.

3aabpxaHe n YHUUoXXaBaHe

Mpu 3akpyBaHe Ha CwmeTkM WM npekpaTsaBaHe
npegoctaBsaHeTo  Ha  Ycnyru, CutumbaHk m
CBbp3aHnTe nuua cbc CuTnbaHk MmaT NpaBoTo Aa
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10.

is reasonably

required for the realisation of the

Permitted Purposes (to the extent that this is legally
permissible), but shall otherwise securely destroy or

delete Customer Personal Data.

Citibank will ensure

that any Customer Personal Data that is retained under
this Condition is kept under secure conditions and will
not actively process such data.

EEA and Jersey (the Channel Islands) —
Specific Provisions

The following provisions of this Condition 10 only apply
to Customers established in the European Economic
Area and Jersey (the Channel Islands):

10.1.

10.2.

Disclosure outside EEA. Customer should be
aware that in the course of the disclosures
described in Condition 4 (Authorised disclosures)
above, Customer Personal Data may be
disclosed to recipients located in countries
outside the European Economic Area which do
not offer an adequate level of protection (as the
term is used in Chapter IV of Directive 95/46/EC
(Transfer of Personal Data to Third Countries),
as such Directive or any amendment or
replacement thereof is implemented under
applicable local law).

Consent and warranty. To the extent that the
Customer is the Data Subject of Customer
Personal Data processed by Citibank, then the
Customer consents to Citibank processing all of
such Customer Personal Data as described
above. To the extent that Citibank processes
Customer Personal Data about other Data
Subjects  (for example, the Customer’s
personnel), then the Customer warrants that it
has provided notice to and obtained consent from
such Data Subjects in relation to Citibank’s
processing of all of their Personal Data as set out
above and that such consent has been granted
by these Data Subjects for the period reasonably
required for the realisation of the Permitted
Purposes. The parties acknowledge and agree
that the above consent may not be required if the
processing is necessary for the performance of
obligations resulting from a contract with the Data
Subject or imposed by law, or (for Customers
other than those located in Austria or the Czech

10.

citi’

3agbpxaT JIMdHM gaHHM Ha KnveHTa 3a TakbB
nepuvoa, KakbBTO € HeoOXOAMM 3a OCbLLECTBSIBAHe
Ha PaspelueHuTe Lenu (Ao cTeneHTa, paspeLleHa oT
3aKoHa), HO WHa4ve, kaTo B3emMe HeobxoaumuTe
npeanasHu  Mepku, e YHULLOXW WM U3Tpue
JInynute paHHuM Ha KnveHnta. CutmnbaHk e ocurypw,
BCAKakBM JInyHM paHHM Ha KnneHTa, KouTo ca
3a4bpXaHN B CbOTBETCTBME C HACTOSILLOTO YCroBUE,
Aa 6bagat cbxpaHsiBaHM Npu 3aliMTEHW YCIOBUSA U Aa
He ObaaT akTMBHO 0OpaboTBaHW.

EWM n Oxbpcem (HomaHackuTe ocTtpoBU) —
cneuuanHu pasnopepnom

CnegHute pasnopenbu ot toBa Ycnosume 10 ce
npunarat camo 3a KnueHtu, yypegeHu B
EBpONenckoTo  MKOHOMWYECKO MPOCTPaAHCTBO U
Ixbpeun (HomaHackute Octposu):

10.1. PaskpuBaHe Ha JNINYHM AaHHUM M3BBLH EUI.
KnveHTbT cnegBa ga vMma npegsug, 4v4e B
npoueca Ha paskpvBaHe, onucaH B Ycnosue 4
(PaspelwweHo paskpuBaHe) no-rope, JlmyHute
AaHHM Ha KnveHTa moraT ga 6baat paskputiu
Ha monyyartenu, HaMmupallym ce B CTPaHU U3BHH
EBpOnNenckoTo MKOHOMMYECKO MPOCTPaAHCTBO,
KOUTO He ocurypsiBaT gOcCTaTb4yHa CTEMEH Ha
3awmTa (Kakto e u3fnonsBaH TEPMUHBLT B
naea IV ot OupektuBa 95/46/EC (MpenaBaHe
Ha NWYHW [OaHHW Ha TPEeTU CTPaHu), KakTo
Tasm [upekTuBa uWAM U3MEHEeHuATa WUnu
OOMbIIHEHUSATA KbM Hesl ca TPaHCMOHWPaHU B
MECTHOTO 3aKOHOAATENCTBO).

10.2. Cvbrnacme u rapaHumu. [o cTeneHTa, OO
kosaTo KnveHTbT € dwmsnyecko nuue, YMWTo
JInyHn paHHM ce obpaboteBaTt oT CuTMBaHK,
KnueHTbT gaBa cbrnacne Ha CutubaHk ga
obpaboTtBa Te3an JInyHu gaHHM Ha KnueHTa,
Nno Ha4yvMHa, NocoyeH no-rope. B cnydvaute, B
konto CutnbaHk obpaborea JInuHM AaHHM Ha
KnueHta, KOWUTO npuHagnexar Ha apyru
dusmdeckn nuua (HanpuMmep cryXxutenute
Ha KnuveHTa), KnueHTbT rapaHTtupa, 4ye e
yBegoMusn nuuata, YuMnuTto  JIndyHu gaHHu ce
obpaboTBaTt 1 € nony4un chrrnacue ot TAX 3a
obpaboTtBaHe Ha JIMyHMTE UM JdaHHM OT
cTpaHa Ha CwutnbaHK, KakTo € MOCOYEHO Mo-
rope 3a nNepuop, KOWTo pa3dyMHO € Heobxoanm
3a nocturaHe Ha PaspelweHute uenu Ha
obpaboTBaHeTo. CTpaHuTe npuematr U ce
cbrracsiBaT, Y€ ropHOTO Cbrlacue MOXe Aa He
ce unsnMckBa, ako obpaboTBaHeTo e
Heo6xooMMO BbB Bpb3ka C M3MbIIHEHME Ha
3a0b/KEHUST MO [OroBop C  hU3MYECKOTO
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10.3.

10.4.

10.5.

Republic) for the transfer of the information
relating to persons other than living individuals, to
recipients in third countries.

Withdrawal of consent. Consent to the
processing of Personal Data is voluntary and
Data Subjects may withdraw their consent to this
processing. However, if consent is withdrawn,
this may prevent Citibank from providing
Accounts and Services. Data Subjects may have
recourse to the courts in the event that their
rights have been infringed.

Data Subject rights. Data subjects may object,
by request and free of charge, to the processing
of Customer Personal Data relating to them for
certain purposes, including direct marketing, and
may access and rectify, or request deletion in
compliance with local law and the terms herein,
of Customer Personal Data relating to them, and
may request not to be subject to an automated
decision. More information about Citibank’s
processing of Customer Personal Data, the
relevant data protection authority and data
processing registrar, if applicable, may be
obtained by contacting the Customer’s
account manager.

Data processor. |If and to the extent that
Citibank’s processing activities in relation to
Customer Personal Data cause it to be regarded
as a data processor for the Customer, Citibank
will act only on the Customer’s instructions in
relation to such data. Customer's instructions are
as specified in Condition 3 (Purpose limitation).

10.3.

10.4.

10.5

citi’

nvue, YNTO AaHHW ce obpaboTBaT MM ako e
NPOAVKTYBaHO oT pasnopenbute Ha
NPUNOXUMOTO Npaeo, unu (3a KnneHTtu, konto
He ce Hamupat B ABcTpua unu Penybnuka
Uexns) BBB Bpb3ka C MPEXBbpMsSHE Ha
NHAOPMAaLMA OTHOCHO MOYMHaNM Xopa KbM
nonyyaTtenu B TpeTU CTPaHu.

OTrernsiHe Ha cbrnacueTto. CbrracmeTto 3a
obpaboTBaHe Ha NUYHWU OaHHW € JOBPOBOMHO
N usnyeckuTe nuua, YMATO NUYHU OaHHU ce
obpaboTBaT, mMoraTt Aa OTTernaAT CbrnacueTo
cn 3a obpaboTBaHe Ha JIMYHMTE UM AaHHMW.
Ako cbrrnacueto 6bae OTTerneHo, ToBa Moxe
ga nonpeyn Ha CwutnbaHk ga npepocTaes
ycnyru BbB Bpb3ka cbCc CmeTkuTe M Ycnyrute.
dusmyecknte nuua, YMMTo JIMYHM OaHHM ce
obpaboTBaT, MoraT ga NOTbLPCAT NpaBaTta Cwu
no cbaebeH pen, B crnyvyam 4e Te ca Gunu
HapyLUEHMW.

MpaBa Ha ¢pmanyeckuTe nuua, YunTo JInuHu
OaHHM ce o6pab6orTBaTt. Pusnyeckute nuua,
yunTo JInyHnM paHHM ce obpaboTBaTt Morar,
HanbnHO 6e3nnaTtHO M KaTo OTNpaBAT Monba,
0a Bb3pasAT cpely obpaboTBaHeTo Ha JInyHM
JaHHM Ha KnveHTa 3a onpedeneHu uenwu,
BKMIOYMTENHO OUPEKTEH MapKeTUHr, U umat
npaBoO Ha OOCTBLM M [a U3UCKBAT KopuUrMpaHe
unn 3anMyaBaHe B CbOTBETCTBME C
pasnopenbute Ha MEeCTHOTO nNpaBoO U
YCINOBUATA, NOCOYEHN TYK, HA JINYHUTE AaHHM
Ha KnuveHTa, cBbp3aHuM C T9X, U MoraT fga
oTnNpaBAT WUckaHe fa He 6baar o6ekT Ha
peLueHus, KOUTO Ce  OcHoBaBaT Ha
aBTOMaTU3NpaHata oOpaboTka Ha [AaHHW.
lMoBeye mHpopmMauus 3a obpaboTBaHETO Ha
JInuum paHHm Ha Knnenta o1 CutmbaHk,
CbOTBETHUAT OpraH 3a 3aWuTa Ha JMYHUTE
OaHHM 1 perucTbpa Ha agMUHUCTPATOPUTE Ha
NNYHU [OaHHW, aKo € MPWIIoXWM, MOXe Jda
ObOe nmomyvyeHa OT MeHupKkbpa 3a paboTa C
KnnenTa.

JNlnue, koeto o6GpaboTBa AaHHUTE. AKO WU
[OKONKOTO AelHoctta Ha CutubaHk no
obpaboTBaHe Ha JInyHu gaHHW Ha KnueHTa e
TakaBa, 4Ye CutmbaHk Moxe pnpa Obae
pasrnexpaHa kaTo nvue, koeto obpaboTBa
JIn4yHn paHHM Ha KnueHTta, no oTHOLUEeHME Ha
TakmBa gaHHM CuTuGaHK LWe Aenctea camo
Bb3 OCHOBa Ha WHCTpykumn Ha KnwueHrta.
MHcTpykuunte Ha KnveHTa ca TakuBa,
KakBUTO ca nocoveHn B Ycnosue 3
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11.

10.6.

Recipients. Customers located in Bulgaria, the
Czech Republic, Hungary, Italy and Spain may
obtain further information about the entities
referred to in Condition 4.1 on request from the
Customer’s account manager.

Definitions

Capitalised terms used in these Conditions shall have
the meanings given to them in the General Account
Conditions or as set out below:

11.1.

11.2.

11.3.

11.4.

“Citibank Affiliates” means other branches,
subsidiaries, representative offices and affiliates
of Citibank, including Citibank, N.A. and Citicorp
North America Inc.

“Customer Personal Data” means personal data
relating to a data subject received by Citibank
from the Customer and/or its representatives in
the course of providing Accounts and Services to
the Customer. Customer Personal Data may
include names, contact details, identification and
verification information, voiceprints, bank account
and transactional information (where legally
permissible), to the extent that these amount to
personal data under applicable local law.

“Data Controller” means the natural or legal
person, public authority, agency or any other
body which alone or jointly with others
determines the purposes and means of the
processing of personal data, OR, if different, the
meaning given to this term under applicable local
law.

“Data Subject” means a natural person who is
identified, or who can be identified directly or
indirectly, in particular by reference to an

10.6

(OrpaHu4aBaHe Ha uenuTe).

Mony4yatenu. KnveHTtute, Hamupawm ce B
Bbvnrapusa, Penybnuka Yexus, YHrapus,
Wtanuna n Ucnanms moraTt ga nony4yat nosevye
WHpopmauma 3a nuuata, MNOCOYEeHM B
YcnoBue 4.1. npu nouckBaHe OT MeHUOXbpa
3a paborta ¢ KnueHTa.

11. OnpepeneHus

TepmuHute ¢ rnaBHa OykBa, M3MON3BaHW B Te3n
YcnoBus We wumaT 3Ha4YeHWeTo, AadeHo MM B
OOwmTe ycnoBusi 3a BoAeHe Ha CMeTKa WUMn KakTo e
NMocoYeHo Mno-gony:

111

11.2

11.3

11.4

,»,CBbp3aHu nuua cbc CutnbaHk” o3HavyaBa
apyrv KNOHOBe, [OblUepHN [pY>XecTBa,
TbProBCKM NpeAcTaBUMTENCTBA W CBbP3aHu
nuua cbc CutnbaHk, BknoUYnTENHO CUTNbaHK
H.A. n Cutukopn Hopt Amepuka UHk.

»JIN4HN paHHM Ha KnmeHta“ o3HavaBa
AWYHW  JaHHWM  Ha  du3uyecko  nuue,
npegoctaBeHn Ha CwutnbanHk ot KnuveHTa
uw/vnn nuua, KouTOo T[O MpeAacTaBnsBaT B
npoueca Ha npepoctaBsaHe Ha CwmeTkM u
Yenyrn Ha KnueHnTa. JInyHuTe p[JaHHM Ha
KnueHTa mMoxe ga Bkno4Ba MMeEHa, JaHHU 3a

Bpb3ka, MWHpoOpMauuMs BbB Bpb3ka C
yCTAHOBSIBAHE  HA  CaMONWYHOCTTa "
NOTBbpPXAaBaHe Ha Te3uW [AaHHW, [11acoBu
3anucy, QHOaHHM OoT 6aHkoBa cCcMeTka MU

WHOPMaLMS BbB Bpb3ka CbC CAENKM (K'b,D,ETO
TOBa € MNO3BOJIEHO OT 3aKOHa) OO0 CTeneHTa,
A0 KOATO Te npepacrtaBnaBaT JNUYHW OaHHU
CbrnacHo npuioXXmmMmoTo MeCTHO Nnpaso.

»AOMUHUCTPATOP Ha JIMYHU  OAHHU
O3HavyaBa (PM3NYECKO UNK tOpPUONYECKO nuue,
ObpXXaBEH OpraH, areHuus unum KomTo n ga e
Opyr opraH, KOWTO CaMOCTOATENIHO Wnu
CbBMECTHO C [pyr onpeaensa uenite u
cpeactBata 3a o06paboTBaHe Ha nUYHUTE
naHHn, UJA, ako ce pasnuyaBa, 3Ha4YEHUETO,
[JafeHo Ha  TO3M  TEePMWH  CbIflacHo
NPUNOXMMOTO MECTHO NMPaBo.

»,PuU3nyecko nuue“ osHayaBa GU3NYECKO
nvue, KoeTo e MAeHTUULUMpaHo, UK, KOeTo
MoXe fa 6bae MAEHTUMULMPAHO MPSKO UMK
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identification number or to one or more factors
specific to his physical, physiological, mental,
economic, cultural or social identity, OR, if
different, the meaning given to this term under
applicable local law. For the purpose of these
Conditions, data subjects may be the Customer,
its personnel, customers, payment beneficiaries
or other persons.

“Payment Infrastructure Provider” means a
third-party which forms part of the global
payment system infrastructure, including without
limitation communications, clearing or payment
systems, intermediary banks and correspondent
banks. Payment Infrastructure Providers often
have standard terms of membership or service
and one’s ability to control or negotiate with such
providers is limited.

“Permitted Purposes” means the following
purposes: to provide Accounts and Services to
the Customer in accordance with the General
Account Conditions, these Conditions and any
applicable Local Conditions; to undertake
activities related to the provision of Accounts and
Services, such as, by way of non-exhaustive
example, 1) to fulfil regulatory and compliance
requirements applicable to any of Citibank, its
branches, subsidiaries, representative offices,
affiliates and agents; 2) to verify the identity of
Customer representatives who contact Citibank;
3) for risk assessment, statistical and planning
purposes; 4) monitoring and recording calls and
electronic communications with the Customer for
regulatory purposes, to ensure Citibank fulfils the
Customer’s instructions, to help maintain service
quality, train staff and deal with complaints,
disputes and potential criminal activity; 5) to
enable system administration, operation, testing
and support; 6) for crime detection, prevention,
investigation and prosecution; 7) to investigate
and remediate Security Incidents; and 8) to

manage Citibank’s relationship  with the
Customer, which may include providing
information about Citibank’s and Citibank
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KOCBEHO, no-cneyunanHo ypes
MOeHTUUKaAUMOHEH HOMEp WU eduH Wnu
nosevye cneuynduyHN Npu3Haum, oTHacALWN ce
0O HeroBata usnyecka, ¢uanonoruyecka,
ncuxonornyecka, yMCTBEHA, WKOHOMWYECKA,
KynTypHa unu coumanHa camornuyHoct, U
ako ce pasnuyaBa, 3Ha4yeHueTo, JadeHO Ha
TO3M TEPMUH CMOpea MNPUIIOKMMOTO MECTHO
npaBo. 3a uenuTe Ha Te3n Ycnoswus, nuuaTa,
npegocTaBsLWLM NMNYHM OaHHKM MoraTt da obaar
KnneHTbT, HEroBuTe CRyXuTenu, Herosute
knueHTn, 6eHeduunepuTe NO nnawiaHe unu
Opyrv nuua.

HAocTaBuUMLU Ha nrarexHa
MHd(pacTpyKTypa“ o03HayaBa TpeTo nuue,
KOEeTo € 4acT OT WHdpacTpykTypata Ha

rnobanHata nnarexHa cuctema,
BKITHOYUTENMHO bes orpaHuyeHuve
KOMyHUKaUnnTe, KITMPUHTOBUTE unu

nnaTeXXHUTe CUCTeMU, GaHKM-nocpegHuuM U
OaHKku-kopecnoHgeHTn. [octaBuvMumMte Ha
nnatexxHa WHPPACTPYKTypa 4Yecto wumart
cTaHaapTHM YCnoBMS 3a YNEHCTBO WMNKU 3a
NnpeaocTaBsHE Ha YCryrM U Bb3MOXHOCTTa 3a
KOHTPOM Mnu OroBapsiHe Ha Te3u YCnoBus e
orpaHuyeHa.

,Pa3speweHn uenu“ o3HayaBa crnegHuUTe
uenu: ga npepoctaBa CmeTtkute u Ycnyrute
Ha KnveHta B cboTBeTcTBME C OO6WwuTe
yCNoBWs 32 BOAEHE Ha CMeTKa, Te3n YcrnoBus
n npunoxummute MecTHM ycnoBusi 3a BoAeHe
Ha cMmeTka; Aa npeanpueMe AEWUCTBUS BbB
Bpb3ka C npegocTtaBsaHeTo Ha CMeTkn wu
Ycnyrn, kaTo Hanpumep, 6e3 ns3bposiBaHETO
fa e wusyepnaTenHo 1) pa wuv3nbnHABa
M3NCKBaHUA BbB Bpb3Ka C WU3MCKBAHMSATA Ha
perynaTtop unu Ha npurioXumo npaBo, KOUTO
ce oTHacAT 4O KOeTo WM ga e nogpasgerneHue
Ha CwutnbaHk, HEroBu KIOHOBE, AbLUEPHU
OPYXecTBa, TbProBCKM NpeacTaBUTENCTBA,
CBbp3aHW nuua W areHTu; 2) [ga nposepwu
noeHTudunkaumnsaTa Ha nuuara,
npeacrtaenaBawy Knuenta, kouto ca ce
cBbp3anu cbc Cutmbark; 3) 3a uenute Ha
OLlEeHKa Ha pucka, CTaTUCTMYECKM Lenn u ¢
uen nnadupaHe; 4) 3a KOHTponupaHe U
3anncBaHe Ha pasroBOpU U ENeKTPOHHA
KOMyHuKauus c¢ KnueHta 3a uenute Ha
perynatopa, 3a ga ce ybean, ye CutnbaHk
M3NbMHSABA WHCTpykumMuTe Ha KnueHta, pa
CMOMOTrHe MNOAAbpPXaHe Ha KayecTBOTO Ha
ycnyrute; o0Oy4yeHMe Ha Chyxutenute wu
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Affiliates’ products and services.

“Personal Data” means any information that can
be used, directly or indirectly, alone or in
combination with other information, to identify an
individual, OR, if different, the meaning given to
this term under applicable local law.

“Processing” of Personal Data means any
operation or set of operations which is performed
upon Personal Data, whether or not by automatic
means, such as collection, recording,
organisation, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making
available, alignment or combination, blocking,
erasure or destruction, OR, if different, the
meaning given to this term under applicable local
law.

“Security Incident” means an incident whereby
the security or confidentiality of Customer
Personal Data within Citibank’s custody or
control has been materially compromised; and.

“Third-party Service Provider” means a third-
party reasonably selected by Citibank or a
Citibank Affiliate to provide services to it and who

11.7

11.8
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obpaboTBaHe Ha nogadeHUTe onnakBaHus,
BbB Bpb3ka CbC CbaebHM cnopose K
npepoTepaTsaBaHe Ha noTeHuunanHa
npectbnHa QAenHocT; 5) 3a ynpasneHue,
onepupaHe, TecTBaHe W noadpbXka Ha
cuctemute; 6) 3a OTKpMBaHe, NpPeBeHLUs,
pascnegBaHe Ha NPecTbNEeHUsa U OTHACAHETO
UM KbM KOMMNETEHTHWS opraH; 7) 3a
pascriegBaHe M MOMpaBsHe Ha MocrneauuuTe
oT Cnyyai Ha HapyllaBaHe Ha HagexgHocTTa
Ha obpaboTBaHeTo; U 8) 3a ynpaBneHue Ha
npaBooTHoLWEHNeTo mexgy Cutnbank u
KnueHta, Koeto Moxe pda  BKNoYBa
npegocTaBsiHe Ha MHOPMaLns BbB BPb3ka C
NpoAaykTn n ycnyrn Ha CutubaHk n Cebp3aHn
nuua cbe CutnbaHk.

»JINYHU AaHHKU O3Ha4vaBa BCSKa
WHpopmaLmsa, KOATO Moxe pga Obae
usnonseaHa AUPEKTHO WU  MHOUPEKTHO,
CaMoCTOATENHO unu B KombuHauusa c apyra
WHpopmaumsa, 3a pga ce wugeHTuduuupa

dwmsnyecko nuue WIIN, ako ce pasnuyasa,
3HayeHWeTo, [dafeHO Ha TO3W  TEpPMUH
CbrMacHO NPUMOXMMOTO MECTO MpaBo.

,O6paboTBaHe“ Ha JIn4HM OaHHW O3Ha4aBa
BCAKO  [EWCTBME UNU  CbBKYMHOCT  OT
OencTeus, BCska onepaums unm Habop oT
onepauuu, M3BBbPLUBAHU unm HE C
aBTOMaTUYHW cpeacTBa, MnpunaraHn KbM
JInyHuTe paHHKM, kato cbbupaHe, 3anuc,
opraHusupaHe, CbXpaHeHue, agantupaHe unm
npomsiHa, M3Bnn4aHe, KOHCYNTUpaHe,
ynotpeba, paskpvBaHe 4Ype3 npefaBaHe,
pasnpocTpaHsBaHe wnu gpyra d¢opMa Ha
npegocTtaBsHe Ha [AaHHWUTE, aKTyanuaupaHe
unm komMbuHupaHe, OnokupaHe, W3TpMBaHe
unu yHuwoxasaHe, WJIN ako ce pasnunyasa,
3Ha4YeHNeTo, KOeTo Ce gaBa Ha TO3U TEPMWH
CbrMacHO NPUIOXKUMOTO MECTHO NMpPaBo.

»Cnyyan Ha HapyllaBaHe Ha
HageXxgHocTTa Ha o6paboTBaHeTO
0O3HayaBa CbOMTUE, NPU KOETO HageXaHoCTTa
Ha obpaboTBaHETO M KOH(MAEeHUMAanHocTTa
Ha JlnyHnTe aaHHW Ha KnueHTa, Hamupalm ce
rnoa rMonevyuTericTBOTO WM KOHTpona Ha
CutndaHk, ca OunM CbLUECTBEHO W3NOXEHU
Ha puck; u.

»,TPEeTo rnuue, Q[OCTaBYMK Ha ycnyru“
O3Ha4yaBa TpeTo nuue, pasyMHO u3bpaHo OT
Cutnbank unun  CBbp3aHM nuua CbC
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is not a Payment Infrastructure Provider. CutnbaHk, KoeTo W/MM npegocTaBs ycryru v
Examples of Third-party Service Providers KoeTo He e [locTaBuMK Ha nnaTexHa
include technology service providers, business nHdpacTpyktypa. MNpumepn Ha [octaByuum
process outsourcing service providers and call Ha nnatexHa WHdPaACTpyKTypa BKMYBaT
centre service providers. OOCTaBYMLM  Ha  TEXHOSMOIMYHM  yCnyru,

LeHTpoBe-AOCTaB4YMLUM Ha n3HeCeHa aernoBa
OENHOCT U A0CTaBYMLM- KOS LeHTpoBe.
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